
9.1. INTERNAL CONTROL AND RISK MANAGEMENT SYSTEM
provision of efficiency and constant perfection of internal control and risk management is one of the 
Company’s priorities. The ICrM system is focused on monitoring and timely prevention of internal 
and external risks influencing achievement of strategic and operating goals of the Company. Its main 
goals are:
•  Improvement of corporate governance system to ensure rational assurance in observation of interests and rights of share-

holders and investors (efficient and successful resource usage, asset preservation, compliance control as well as authenticity 
and objectivity of management and financial reporting and reliability of its preparation).

•  Increase of efficiency and effectiveness of activities related to the implementation of the development strategy of the Com-
pany using risk management system and efficient control procedures.

•  Facilitation of timely adaptation of the Company to changes in external and internal environment.

performance principles, processes and procedures of Internal control and risk management system 
(hereinafter referred to as ICrMs) of IDGC of Urals are regulated by the following internal documents:
•  Risk Management Policy of IDGC of Urals, OAO (approved by the BoD resolution, protocol #70 dd. 04.06.2010).
•  Internal Control Policy of IDGC of Urals, OAO (approved by the BoD resolution, protocol #70 dd. 04.06.2010).

To support the documents the following regulations were approved:
•  The Regulations on Control Environment and Risks of Business Process – Commercial Metering and Transmission Sales (ap-

proved by the BoD resolution, protocol #85 dd. 01.06.2011).
•  The Regulations on Control Environment and Risks of Business Process – Exploitation (approved by the BoD resolution, pro-

tocol #85 dd. 01.06.2011).
•  The Regulations on Control Environment and Risks of Business Process – Purchase Management (approved by the BoD resolu-

tion, protocol #85 dd. 01.06.2011).
The Regulations on Control Environment and Risks of Business Process – Connection sales (approved by the BoD resolution, 
protocol #89 dd. 05.08.2011).

Besides, Decree #229 dd. 26.07.2011 approved the Methodic recommendations on risk management to determine approaches 
and methods for risk discovering, evaluation and minimization on all governance levels. 

According to the approved local regulatory documents on ICRMS perfection, directors and specialists on all management lev-
els (both in our branches and HQ) are involved into risk management and internal control processes. The Board of Directors 
determines required levels and directions for ICRMS development. The Audit Committee evaluates ICRMS efficiency, including 
messages and reports of Internal Control and Audit Department, analyses financial (accounting) statements and contributes to 
the preparation of recommendations on significant financial and operating issues. General Director arranges efficient ICRMS 
functioning, ensures internal control procedure implementation and bears responsibility for their completion. Internal Control 
and Risk Management Department directly evaluates the adequacy, sufficiency and efficiency of internal control procedures, 
coordinates risk management processes, arranges the implementation of internal control system in business processes and 
evaluates the compliance of accomplished financial operations to the current legislation and shareholder interests. Structural 
divisions, within their competence, reveal and evaluate risks, monitor, elaborate and implement measures taken to minimize 
the risks as well as accomplish control procedures. 

In future we plan to continue ICRMS improvement transiting from standardized to optimized ICRMS maturity level on other 
business processes as well as automation of control procedures and risk management processes. ICRMS normative base will be 
improved using experience and best Russian and foreign practices. 
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9.2. KEY RISKS AND MEASURES TO MINIMIZE THEM
Due to the fact that IDGCU’s operations are influenced by many factors, the key goals of integrated ICRMS are identification, 
evaluation and management of financial and operating risks and provision of information on risks for adopting managerial 
resolutions. 

Macro-economical risks

Ongoing global financial crisis, possible price fluctuations on key Russian exported commodities (oil, gas, metals), decreasing 
internal demand for goods, decreasing rates of production and energy consumption may result in reduction of the Company’s 
revenues. Changes in foreign currency rates, interest rates and growing inflation may also have a negative influence on invest-
ment and operating activities of the Company, its liquidity and debt and equity financing. To minimize macro-economic risks 
the Company implements a program on reduction of opex, borrowings, attraction of long-term credits at fixed rates, energy 
consumption forecast taking into account existing dynamics. We also take measures aimed at optimization of receivables and 
expense management and increase of current asset turnover. 

Tariff regulation risks

Our key business lines are energy transmission and connection that are regulated by the state. To keep tariffs for end users 
the state imposes restrictions on the growth of a regulated tariff element, and this is a disadvantage for IDGC of Urals, OAO. 
The risk appeared in 1Q 2011 as a result of Government Decree #1172 dd. 27.12.2010. According to the Decree average boiler 
tariff growth for energy transmission for 2011 shall not exceed 15% on the previous year. IDGC of Urals constantly works hard 
over economic grounding for tariff-included expenses as well as controls own expenses and tariff completion. We prepare and 
submit justifying materials and information to regional regulators as well as work out and approve long-term development 
programs. Strengthening of responsibility for grounding of expenses included into RGR and adoption of maximum possible RGR 
by the regulators are main measures to manage the risks.
Transition to RAB is aimed at cutting down the influence of state tariff regulation on the Company’s operations. Permenergo 
branch is one of the pilot projects that transited to RAB in 2008. Other branches transited to RAB regulation during 2011. How-
ever, the transition has lead to the risk factors related to non-fulfillment of such long-term RAB parameters as rate of return 
and internal rate of return. To minimize the factors the Company implements cost-cutting programs and plans its activities 
according to approved tariffs.
It is not inconceivable that under restricted growth of end-user and network rates local regulator may approve considerable 
revenue growth for several gridcos by cutting down (or retaining) revenues of IDGC of Urals in favor of other gridcos. Key direc-
tions for risk minimization are submission of justifying materials to the local regulators that prove the necessity of expense 
increase not less than average network tariff growth as well as cooperation with local regulator on firm position with regard to 
required advanced growth of expenses since the Company is a strategic regional company.
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Financial risks

Insufficient elaboration of retail energy market 
mechanisms is a factor of risks related to discrep-
ancies between grid and supply companies on en-
ergy consumption volumes, receivables increase 
and low repayment discipline. To minimize the 
risks the Company takes measures on the elimina-
tion of reasons for consumer conflicts, on decrease 
of receivables for energy transmission services as 
well as collects court practices and creates posi-
tive precedents.

To improve administration of receivables for transmission services a 
special commission was created by the CEO Decree.
Relations between distributive grid companies and FSK in terms of last 
mile contracts are not also regulated by the legislation. Despite the stat-
utory right to conclude contracts related to the lease of FSK facilities 
in 2010-2011 many large industrial consumers juridically transited to 
direct contracts with FSK. These factors lead to the risk of decrease in 
transition volumes due to cancellation (non-extension) of last mile con-
tracts with FSK. Risk management in FSK interaction is aimed at precise 
observance of contract conditions, timely extension of contracts. We 
also continuously monitor and analyze court practice. 
Inauthentic forecast of energy and capacity balance, unmetered and il-
legal consumption are factors of risks of possible deviation of actual 
productive supply and energy consumption from planned figures as well 
as decrease of connection volumes. To minimize the risks we monitor 
energy consumption, prepare forecast taking into account existing dy-
namics of consumption, productive supply and connection requests. To 
improve consumer relations IDGC of Urals takes measures to inform 
consumers on connection; we arranged Client Service Centers and pub-
lish information on connection on our official web-site.
IDGC of Urals, OAO, like other gridcos, purchases energy for compensation of own losses at free market prices that grow every 
month. Local regulators approve energy transmission revenues  without regard to the cost of losses purchased at non-regu-
lated prices, and IDGC of Urals incurs additional expenses. Key directions for risk minimization are execution of Loss Decrease 
Program as well as negotiations with local regulators on calculating the expenses in RGR of future regulation periods after ap-
proval of drop-out revenues from non-regulated prices by the federal body.

Operating risks

Climatic peculiarities of the Urals, onset of emergency situations related to rapid changes of temperature, natural disasters 
(fires, floods), high deterioration of equipment, impact made by outsiders and wrong actions made by the personnel are factors 
of risks related to provision of safe and reliable exploitation of production facilities and energy efficiency. To minimize the risks 
IDGC of Urals, OAO concludes insurance contracts compensating damage, creates emergency stock of material and technical 
resources, ER repair teams undergo special training. Measures to minimize the risks are also aimed at network renovation, 
elaboration and execution of target programs on supply reliability increase. We also permanently monitor and diagnose equip-
ment as well as review and analyze incidents. At present we implement automated management system of technical exploita-
tion and repairs enabling optimization of exploitation, repair and maintenance processes.
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Investment risks

Mistakes in investment program planning and, as a consequence, financing deficit, delays in approval of investment programs 
by various authorities, long land plot registration and obtainment of a permit for construction, refusal of consumers to con-
nect bear the risks of untimely capital expenditures and risks of failed liabilities to commission invested facilities. We take all 
measures to minimize investment-related risks aimed at the observation of investment program approval rules, rules of control 
over investment program implementation exercised by the Russian Ministry of Energy. There is also a working system of control 
over investment program implementation and financing including weekly control. We have worked out local regulatory docu-
ments on capital construction and investment program planning. The Company implements measures aimed at timely material 
and technical maintenance and observation of terms and quality of the works done by contractors.

Compliance risks

Violations of terms for connection and for requesting the amount of connection fee from a regulator are factors of risks re-
lated to bringing to responsibility for violating antimonopoly legislation with regard to connection. To minimize the risks all our 
branches use software enabling to control terms of execution of connection requests and local regulating documents determin-
ing activities performed during the arrangement of connection procedure.
Breaks and failures of head-end and network equipment, information system, data transmission channels are IT-related risk 
factors. To minimize the risks we perform scheduled-preventive maintenance, create reserve channels, upgrade computing 
capacities, network and technological equipment.
Key factors for risks related to corporate governance are non-transparency of ownership structure, conflicts between vari-
ous shareholder groups, relations between shareholders and management, conflict of interests between management and 
shareholders, low corporate culture. Main activities focused on the risk mitigation are close-cut distribution of authority and 
responsibility between the BoD and executive bodies, determination of the strategy and tasks of the Company, observation of 
shareholder interests, control of the Audit Commission, subdivision responsible for internal audit and risk management and 
external auditor.
Untimely registration (re-registration) of land plots and title of ownership, untimely changes of real boundaries of the plots, 
low-quality contractor operations are factors of risks related to property management. Permanent monitoring of contractor 
operations, timely submission of documents to local authorities, control over title document custody are main measures taken 
by IDGC of Urals on risk reduction. 
Tax risks are generic for IDGC of Urals and any other company operating in Russia. Primarily, tax risks are caused by the specific-
ity of the current legislation, its changes, equivocating interpretation of regulatory documents, contradictory court sentences 
on similar cases. Nevertheless, these risk factors are not significant for IDGC of Urals, OAO. Permanent monitoring of changes in 
legislation and court practice enables us to plan our financial and economic operations with regard to changes. Accounting and 
legal departments work hand in hand over methodology of tax base calculation and control their compliance with the current 
legislation. There is also a preliminary legal expertise of corporate procedures, operations and transactions of the Company.

9.3. PROTECTION OF INSIDER INFORMATION
According to Federal Law #224-FZ dd. 27.07.2010 on measures taken against illegal usage of insider information and market 
manipulation and on alterations introduced into statutes of the Russian Federation, the Company has approved the Regulations 
on Insider Information of IDGC of Urals, OAO (BoD protocol #95 dd. 30.12.2011). The Regulations considers requirements set 
forth by Directive 2003/6/ЕС on insider transactions and market manipulation (market abuses), as it is stipulated by the legisla-
tion of the Great Britain, including the Rules of Information Disclosure and Transparency. The Regulations determines the list 
of insider information and insider categories as well as rules for handling insider information and rules for insider operations 
with the Company’s shares. The Company prepared and maintains the list of insiders. The list is forwarded to a trading institu-
tion – Stock Exchange MICEX. Besides, notifications on inclusion into the list of insiders were forwarded to all legal entities and 
natural persons included into the list of insiders. The Regulations on Insider Information and the list of insider information are 
posted on our corporate web-site at http://www.mrsk-ural.ru/en
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